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Secure Connections

Security goals:
I confidentiality
I authentication
I integrity
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Transport Layer Security (TLS)

TLS allows client/server applications to communicate
over the Internet in a way that is designed to
prevent eavesdropping, tampering, and message forgery.

TLS 1.3 [RFC 8446]

HTTPS-protected traffic
I 50%+ Sandvine (Oct 18)

I 72% Fortinet (Q3 18)

I 79% Firefox (Sep 19)
(Telemetry)

I 90% Chrome (Sep 19)
(Transparency Report)
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Transport Layer Security (TLS)

Client Server

Handshake Protocol

K K

Handshake Protocol: I negotiate security parameters (“cipher suite”)
I authenticate peers
I establish key material for data protection

Record Protocol
data

Record Protocol: I protect data using key material from handshake
I ensuring confidentiality and integrity
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Transport Layer Security (TLS)
Cryptographic Core

Key Exchange

Secure Channel

Client Server

Handshake Protocol

K K

Record Protocol
data
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Key Exchange à la Diffie–Hellman (1976)

gx

gy

knows x knows y

gxy = (gy )x

K = KDF (gxy )
gxy = (gx )y

K = KDF (gxy )KDF: Key Derivation Function

gx ′gy ′

K ′ = KDF (gxy ′) K ′′ = KDF (gx ′y )

I key secrecy: given only gx and gy , key K remains secret
I just one building block (no security against MitM, . . . ) ⇒ need full protocol
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Transport Layer Security (TLS)
The SSL/TLS history . . .
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Transport Layer Security (TLS)
The SSL/TLS history . . . of attacks

Crypto 
primitives

• RSA, DSA, 
ECDSA

• Diffie–Hellman, 
ECDH

• HMAC
• MD5, SHA1, 

SHA-2
• DES, 3DES, 

RC4, AES
• Export grade

Ciphersuite
details

• Data structures
• Key derivation
• Encryption 

modes, IVs
• Padding

Advanced 
functionality

• Alerts & errors
• Certification / 

revocation
• Negotiation
• Renegotiation
• Session 

resumption
• Key reuse
• Compression
• State machine

Libraries

• OpenSSL
• LibreSSL, 

BoringSSL
• NSS
• GnuTLS
• SChannel
• Java JSSE
• Everest / miTLS
• s2n

Applications

• Web browsers: 
Chrome, Firefox, 
IE/Edge, Safari

• Web servers:  
Apache, IIS, 
nginx, node, …

• Application 
SDKs

• Certificates
• Protocols

• HTTP, IMAP, ..

Attacks on TLS

Attacks on TLS Stebila • 2018-09-04 5

Cross-protocol 

DH/ECDH attack

RC4 biases,
rc4nomore,
Bar Mitzvah

CRIME, 
BREACH, HEIST

Triple handshake 
attack

goto
fail;

Goldberg & 
Wagner 

Netscape 
PRNG attack

FREAK, Logjam

Sweet32

Lucky13

Termination,
Cookie Cutter

Bleichenbacher

SSL 2.0 
downgrade,

FREAK, Logjam

POODLE

BEAST

Cross-protocol 
DH/ECDH attack

SLOTH

Bleichenbacher,

Collisions

Ray & Dispensa

Debian
OpenSSL

entropy bug

“Most dangerous code…
”

MalloDroid

CCS 
injection

BER
serk

Heartbleed

C
A breaches

Frankencerts

Virtual host 
confusion

SSL strippingSMACK

STARTTLS 

injection
Lucky 

microseconds

Jager et al.
DROWN

Slide by Douglas Stebila

https://www.douglas.stebila.ca/research/presentations/tls-
attacks/
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Transport Layer Security (TLS)
The road to TLS 1.3 = RFC 8446

https://datatracker.ietf.org/doc/rfc8446/
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Transport Layer Security (TLS)
A new chapter: TLS 1.3
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https://www.ssllabs.com/ssl-pulse/, 150K top sites (Sep 2, 2019)
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TLS 1.3
Design Goals

I Clean up: get rid of flawed and unused crypto & features

I Improve latency: for main handshake and repeated connections
(while maintaining security)

I Improve privacy: hide as much of the handshake as possible

I Continuity: maintain interoperability with previous versions
and support existing important use cases

I Security Assurance (added later): have supporting analyses for changes
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TLS 1.3
Main changes (from TLS 1.2)

Clean up
I removed legacy and broken crypto

I ciphers: (3)DES, RC4, . . . , MtEE (CBC & generally) — only AEAD remains
I hash functions: MD5, SHA1
I authentication: Kerberos, RSA PKCS#1v1.5 key transport
I custom (EC)DHE groups

I removed broken features
I compression
I renegotiation (but added key updates + late client auth)

I removed static RSA/DH: public-key crypto = forward secrecy

quite some resistance from
enterprises doing passive inspection

I hardened negotiation of version/cipher suite against downgrades
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TLS 1.3
Main changes (from TLS 1.2)

Improve latency
I TLS ≤ 1.2 is slow: 2 round trips before client can send data

Client Server
ClientHello: TLS_..., TLS_..., . . .

ServerHello: TLS_KEX_AUT_WITH_CIP_MAC
ServerKeyExchange∗

ClientKeyExchange
. . .

. . .

application data, protected with derived key

first round used
to learn server capabilities

I TLS 1.3: full handshake in 1 round trip
I feature reduction → we always do (EC)DHE
I client speculatively sends several DH shares in supported groups
I server picks one, replies with its share, and key can be already derived

I 0-RTT handshake when resuming previous connection
I client+server keep shared resumption secret (PSK)
I client derives a key from that and can immediately encrypt data
I but: 0-RTT sacrifices certain security properties (we’ll get to that)
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TLS 1.3
Main changes (from TLS 1.2)

Improve privacy
I TLS ≤ 1.2: complete handshake in the clear (incl. certificates, extensions)

I TLS 1.3: encrypts almost all handshake messages
I derive separate key early to protect handshake messages
I provides security against passive/active attackers (for server/client)

Continuity
I e.g.: remove complex renegotiation, but keep features (key update + client auth)

I interoperability (idea): let ClientHello look like TLS < 1.3

How to change TLS in four easy steps

● The Internet does not update atomically
● New clients must allow for old servers and vice versa
● How to deploy a new thing:

1. Add the new thing, keeping the old thing working
2. Wait a short time
3. Remove the old thing
4. Rejoice and go home

reƌƀƫkƚƁƥy ƃiƟfƈƂƮƥt

veƑ
Ʋ lƎ

ƍƠ GoƎd ƋƮƜk Ɩiƭh tƇaƭ...

(David Benjamin @ RWC 2018: “TLS Ecosystem Woes: Why your Crypto isn’t Real World yet”)
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The TLS 1.3 Handshake
Full (EC)DHE Mode

(simplified)
Client Server
ClientHello
+ClientKeyShare

ServerHello
+ServerKeyShare

EncryptedExtensions∗

CertificateRequest∗

ServerCertificate
ServerCertificateVerify

ServerFinished

ClientCertificate∗

ClientCertificateVerify∗

ClientFinished

application data, protected with derived key

3 improve latency: 1-RTT for main handshake

“I speak TLS 1.3”client DH shares
“I’m fine with TLS 1.3”

server DH share for selected group/curve
further extensions, encrypted (opt)
asking client to authenticate (opt)

server authenticates by sending cert + signature
server authenticates transcript via MAC

client authenticates by sending cert + signature
client authenticates transcript via MAC

Kapp Kapp

application data traffic key

Khs Khs

handshake traffic key

3 improve privacy: second part of
handshake encrypted with Khs

RMS RMS

resumption master secret

EMS EMS

exporter master secret
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The TLS 1.3 Handshake
PSK / PSK-(EC)DHE Resumption Mode

(simplified)
Client Server
ClientHello
+ClientKeyShare∗

+ClientPreSharedKey

ServerHello
+ServerKeyShare∗

+ServerPreSharedKey

EncryptedExtensions∗
CertificateRequest∗

ServerCertificate
ServerCertificateVerify

ServerFinished
ClientCertificate∗
ClientCertificateVerify∗

ClientFinished

agreement on PSK to use

Khs Khs

Kapp Kapp
RMS RMS
EMS EMS

K0RTT K0RTT

3 improve latency: 0-RTT
for repeated connection

multi-stage
key exchange
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Multi-Stage Key Exchange
Fischlin, Günther. Multi-Stage Key Exchange and [..] QUIC [..]. CCS 2014
DFGS @ CCS 2015 DFGS @ TRON 2016 FG @ EuroS&P 2017

(extending [Bellare–Rogaway’93])

KE
K0 K0

K1 K1

K2 K2. . .

eavesdropping active attacks

corruption key Ki reveal

test Ki

???

pkB , skA / PSK pkA, skB / PSK

forward secrecy
after long-term reveal

key (in)dependence
in derivation

key (in)dependence
in derivation

public or pre-shared keys

varying types
of authentication

varying types
of authentication

0-RTT keys may have
weaker guarantees
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0-RTT and Replays

Client Server
ClientHello
+ClientKeyShare∗

+ClientPreSharedKey
K0RTT K0RTT

0-RTT data

CH, +CKS∗, +CPSK
K0RTT

0-RTT data Duplicate!
7

I allows client to send data without waiting for server reply
I but without server input, how does server know the request is fresh?
I adversary can replay ClientHello together with 0-RTT data
I idea: remember ClientHello identifier and reject duplicates
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0-RTT and Replays
Generic Replay Attack on 0-RTT (by Daniel Kahn Gillmore)

0-RTT KE msg

0-RTT request
process request

accept 0-RTT, KE response

accept 0-RTT, KE response
enforce state loss (e.g., reboot)

simpler in real world:
send to two

distributed servers
0-RTT KE msgreplay

0-RTT requestreplay rej. after state loss
for security reasons

reject 0-RTT, KE response msg
complete KE

(resend) request under final key process request
again
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0-RTT and Replays
TLS 1.3’s take on replays

TLS does not provide inherent replay protection for 0-RTT data.

[Simple duplicates] can be prevented by sharing state to guarantee that
the 0-RTT data is accepted at most once.

Servers SHOULD provide that level of replay safety by implementing one
of the methods described in this section [. . . ] [RFC 8446, Section 8]

I suggested mechanisms
I single-use tickets: allow each RMS to be used only once (simplest)
I ClientHello recording: reject by unique identifier
I freshness checks: reject based on ClientHello time

I “SHOULD” → treat 0-RTT keys generally as replayable in MSKE model
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The TLS 1.3 Handshake
draft-14 PSK-(EC)DHE 0-RTT

(still simplified)
Client Server

CH: rc
$←− {0, 1}256, gx , psk_id

HKDF(PSK,H(CH))
K0RTT

SH: rs
$←− {0, 1}256, gy , psk_id

DHE← gxy

HS← HKDF(PSK,DHE)

HKDF(HS,H(CH‖SH))
Khs

{EncryptedExtensions}
{SF}: HMAC(FSS,H(CH‖SH‖EE))

{CF}: HMAC(FSC,H(CH‖ . . . ‖SF))

HKDF(MS,H(CH‖ . . . ‖SF)) Kapp
HKDF(MS,H(CH‖ . . . ‖CF))

EMS

PSK

Ext

ES

0

ExpK0RTT

H1

Ext DHE

HSExpKhs

H2

Ext

MS

0

ExpKapp

H4

ExpEMS

H5

HKDF Extract: extracts input entropy
into uniformly random key

HKDF Expand: expands random key
into long(er) random output (w/ context)

key schedule: core
accumulates secret inputs

key schedule: leafs
separate keys by context

transcript hash: used for
signing, MACing, key derivation
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TLS 1.3 Handshake Security
draft-14 PSK-(EC)DHE 0-RTT as Multi-Stage KE

Fischlin, Günther. Replay Attacks on Zero Round-Trip Time [..]. EuroS&P 2017

Theorem 7.4. The TLS 1.3 draft-14 PSK-
(EC)DHE 0-RTT handshake is Multi-Stage-
secure in a key-independent and stage-3-
forward-secret manner with properties (M,
AUTH, USE, REPLAY).

AdvMulti-Stage,D
draft-14-PSK-(EC)DHE-0RTT,A ≤ 5ns ·

(
AdvCOLLH,B1

+ np ·
(
AdvPRF-secHKDF.Expand,B2

+ AdvHMAC(0,$)-$
HMAC,B3

+ AdvPRF-secHMAC,B4
+ AdvPRF-secHKDF.Expand,B5

)
+ ns ·np ·

(
AdvPRF-secHKDF.Expand,B6

+ AdvHMAC(0,$)-$
HMAC,B7

+ AdvPRF-secHMAC,B8
+ AdvPRF-secHMAC,B9

+ AdvPRF-secHKDF.Expand,B10
+ AdvEUF-CMA

HMAC,B11

)
+ ns ·np ·

(
AdvsnPRF-ODHHKDF.Extract,G,B12

+ AdvPRF-secHMAC,B13

+ AdvPRF-secHKDF.Expand,B14
+ AdvPRF-secHKDF.Expand,B15

+ AdvPRF-secHKDF.Expand,B16

))
.

The TLS 1.3 PSK-(EC)DHE 0-RTT
handshake provides

I random-looking secret keys

I forward secrecy
for non–0-RTT keys

I mutual authentication wrt. PSK

I key independence

I replayable 0-RTT keys

assuming . . .

Client Server

CH: rc
$←− {0, 1}256, gx , psk_id

HKDF(PSK,H(CH))
K0RTT

SH: rs
$←− {0, 1}256, gy , psk_id

DHE← gxy

HS← HKDF(PSK,DHE)

HKDF(HS,H(CH‖SH))
Khs

{EncryptedExtensions}
{SF}: HMAC(FSS,H(CH‖SH‖EE))

{CF}: HMAC(FSC,H(CH‖ . . . ‖SF))

HKDF(MS,H(CH‖ . . . ‖SF)) Kapp
HKDF(MS,H(CH‖ . . . ‖CF))

EMS

PRF(guv, x) ≈c $, given oracle PRF(·u, ·)
BFGJ17 @ CRYPTO 2017
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TLS 1.3 Security Analysis
Many more analyses

OPTLS [KW15]

Downgrade [BBF+16]

Downgrade resilience [K16]

Multiplexing [PS18]

draft-05 DH/PSK [DFGS15]

draft-10 DH/PSK [DFGS16]

Key confirmation [FGSW16]

draft-12/14 0-RTT [FG17]

Tamarin, draft-10 [CHSM16]

ProVerif, draft-18 [BBK17]

Tamarin, draft-21 [CHH+17]

miTLS implementation [BBD+16]

Record Protocol [DLFK+17]

Jointly give rise to confidence in the TLS 1.3 design.
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Transport Layer Security (TLS)
So. . . what about the Record Protocol?

Key Exchange

Secure Channel

Client Server

Handshake Protocol

K K

Record Protocol
data
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The TLS 1.3 Record Protocol

payload data
(stream)

Fragment Payload CType

content type

Padding (optional) Payload CType Padding

0-bytes

AEAD-Encrypt AEAD

Output OType ‖ v1.2 ‖ Len Ciphertext

N

AD

SqN ⊕ IV
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TLS 1.3 Record Protocol Security

Client Server

K K

Record Protocol
data

stateful AE [BKN02]

length-hiding [PRS11]

fragmented [BDPS12]

stream-based [FGMP15]

bidirectional [MP17]

multi-key [GM17]

multiplexing [PS18]
. . .

I AEAD-based design looks sound. . .

I but the crypto community hasn’t really conclusively ventilated the question:
What is a secure channel protocol?
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Example: Fragmentation

5.1 Record Layer
The record layer fragments information blocks into [...] records carrying
data in chunks of 2^14 bytes or less. [...] Application Data fragments
MAY be split across multiple records or coalesced into a single record.

TLS 1.3 [RFC 8446]

I common crypto notions assume atomic messages / ciphertexts
. . . but channels are more than just AEAD

I actual guarantees can be confusing
I example: cookie cutter attack [BDF+14] HTTP/1.1 200 OK

...
Set-Cookie: SID=xyz; secure

... Set-Cookie: SID=xyz ; secure ...

Cookie: SID=xyz (in the clear)
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Example: Fragmentation
Stream-based Channels

Fischlin, Günther, Marson, Paterson. Data Is a Stream [...]. CRYPTO 2015

(from application)

m1 m2 m3

Send

c1 c2
allow buffering

c ′1 c ′2 c ′3
(lower-layer TCP-like transmission)

Recv

m′1 m′2 m′3

(to application)data stream,
no message boundaries

data stream,
no message boundaries

I TLS 1.3–like construction of a streaming channel . . .

c1 c2 . . . c3len len msg bits len len msg bits len∗ len∗ msg bits

AEAD ≤ len bits with AD = seqno

I . . . achieves security against chosen ciphertext-fragment attacks
(assuming secure AEAD scheme)
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Example: Multi-Key Channels

Günther, Mazaheri. A Formal Treatment of Multi-key Channels. CRYPTO 2017

I classically: 1 key 3

I TLS 1.3, QUIC, Signal, . . . : keys updated during channel operation

c1 c2 c3 c4 c5 c6 c7 c8 . . .

c1 c2 c3 c4 c5 c6 c7 c8 . . .

K

K1

msk1

K2

msk2

K3

msk3

K4

msk4 . . .

forward security(phase-)key insulation

new security model
confirming design similar to TLS 1.3
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A Summary

I commendable standardization process,
highly interactive

design

analyzeimprove

release

I sound cryptographic design
I improving substantially over prior versions
I yet with possibly “dangerous” 0-RTT mode

I wide-spread deployment after only about 1 year

. . .
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Conclusions & Where to?

I advanced crypto& security modeling contributes to secure standards

I best to integrate formal analysis into the process

I Message Layer Security (MLS) for secure messaging
I Workshop on Secure Messaging @ Eurocrypt 2019

I QUIC: UDP-based secure transport
I QUIPS’20: QUIC Privacy and Security Workshop @ NDSS 2020

Submission deadline: December 13, 2019

I security standards need you! Thank You!
mail@felixguenther.info
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