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Secure Connections

UCSan Diego

aww.mybank.com

Security goals:

» confidentiality

e » authentication
. o

> integrity
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Transport Layer Security (TLS)
UC SanDiego

TLS allows client/server applications to communicate
over the Internet in a way that is designed to
prevent eavesdropping, tampering, and message forgery.

TLS 1.3 [RFC 8446]

HTTPS-protected traffic | « —Widows | — s — Chame | — i —
» 50%-+ Sandvine e | _
> 72% Fortinet (a3 15
> 79% Firefox (sep19) N
(Telemetry) R e s

» 90% Chrome (sep19)

(Transparency Report)
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September 26, 2019 | A Cryptographic Perspective on TLS 1.3 | STM PhD Award Talk, STM 2019 Felix Giinther 3



Transport Layer Security (TLS)
UCSan Diego

Handshake Protocol: » negotiate security parameters (“cipher suite”)
> authenticate peers
» establish key material for data protection

™

Server

Client

Record Protocol: » protect data using key material from handshake
» ensuring confidentiality and integrity
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Transport Layer Security (TLS)
Cryptographic Core

UCSan Diego

Key Exchange

Client

(@)

Secure Channel

Server
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Key Exchange a la Diffie-Hellman (1976)
UC SanDiego

knows x knows y
E
g7 =(g) g7 = (&)
K = KDF(ng) KDF: Key Derivation Function K KD (g y)
K' = KDF(g*") = KDF(g"")

> key secrecy: given only g and g, key K remains secret
> just one building block (no security against MitM, ...) = need full protocol
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Transport Layer Security (TLS)

The SSL/TLS history ... UC San Diego
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1994 1995 1996 1999 2006 2008
today all considered small improvements
seriously broken & some new crypto

=07+ adopted by IETF TLS working group
1 E T F main editor: Eric Rescorla
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Transport Layer Security (TLS)
The SSL/TLS history ... of attacks UC SanDiego

Attacks on TLS —— Slide by Douglas Stebila

Cookie Cutter

i Debian
I POODLE Bleichenbacher OpenSSL Goldberg &
Bleichenbacher, entropy bug ’\\‘Nagner
etscape
Cross-protocol Heartbleed PRNG attack
Collisig DH/ECDH atfack FREAK, Logjam eIl e
styp - ONs W Bl st ibraries
imiti 2s d ails |
« OpenSSL * Web brow
« LibreSSL, Chrome, Firefox
i S| |IE/Edge, Safari
» Web servers:
Apache, IIS,
nginx, node, ...
« Application
SDKs

{|1ey 0job

modes, IVs « Negotiation
Padding « Renegotiation

}esy3g

sayoealq v

RC4 piases, <&
rc4nomore, Virtual host ‘5«%
Bar Mitzvah injection | microseconds confusion
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|
UC SanDiego

Transport Layer Security (TLS)
The road to TLS 1.3 = RFC 8446

The Transport Layer Security (TLS) Protocol Version 1.3

History

RFC 8446
IESG writeups ~ Email expansions

IESG evaluation record

Status
Versions 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14
draft-ietf-tls-rfe5246-bis [
draft-ietf-tls-tls13 o |02 035 |04 05 l07 [08 10 |11 12 |13 1415118 1920 21 22232928 |
rfc8446 ﬂ
—— — T —r— T
> n ) n bbb ) © o oo e SN N NS J
I L& O N I SRS $ &8 $$$ §
FFIF IS 5 FISISS S5 Rl b
8 § FY F F FISse §F& SI& &

Document Type RFC - Proposed Standard (August 2018; Errata)
Obsoletes RFC 6961, RFC 5077, RFC 5246
Updates RFC 5705, RFC 6066
‘Was draft-ietf-tls-tls13 (tls WG)

Last updated 2018-08-28
Replaces draft-ietf-tls-rfc5246-bis
https://datatracker.ietf.org/doc/rfc8446/
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Transport Layer Security (TLS)

A new chapter: TLS 1.3 UC San Diego
) © o S ©
&N A W o W
c° ®
Protocol Support ( X
,
>
100% N
| R
80%
September 2019 *
o 17.7 % of sites surveyed
60% support the TLS v1.3 protocol 2018
24,585 sites + 2.2 %
40% " August 2019
20% [ 155 % @1703shes) completely
revised protocol
0 ||

SSLv2.0 SSLv3.0 TLSvi.0 TLSvi.1 TLSvi2 TLSv13

https://www.ssllabs.com/ssl-pulse/, 150K top sites (Sep 2, 2019)
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|
TLS 1.3
Design Goals UC San Diego

> Clean up: get rid of flawed and unused crypto & features

v

Improve latency: for main handshake and repeated connections
(while maintaining security)

v

Improve privacy: hide as much of the handshake as possible

» Continuity: maintain interoperability with previous versions
and support existing important use cases

v

Security Assurance (added later): have supporting analyses for changes
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TLS 1.3
Main changes (from TLS 1.2) UC San Diego

Clean up

» removed legacy and broken crypto
» ciphers: (3)DES, RC4, ..., MtEE (CBC & generally) — only AEAD remains
hash functions: MD5, SHA1

> authentication: Kerberos, RSA PKCS+#1v1.5 key transport
» custom (EC)DHE groups

v

quite some resistance from

» removed broken features . . .. .
enterprises doing passive inspection

> compression
> renegotiation (but added key updates + late client autl

» removed static RSA/DH: public-key crypto = forward secrecy

» hardened negotiation of version/cipher suite against downgrades
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TLS 1.3
Main changes (from TLS 1.2) UC SanDiego

Improve latency

» TLS < 1.2 is slow: 2 round trips before client can send data

ClientHello: TLS ..., TLS ..., ...
ServerHello: TLS_KEX _AUT_WITH_CIP_
Se eyExchange*
ClientKeyExchange first round used

to learn server capabilities
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TLS 1.3
Main changes (from TLS 1.2) UC SanDiegO

Improve latency

» TLS < 1.2 is slow: 2 round trips before client can send data

» TLS 1.3: full handshake in 1 round trip
» feature reduction — we always do (EC)DHE
> client speculatively sends several DH shares in supported groups
> server picks one, replies with its share, and key can be already derived

» 0-RTT handshake when resuming previous connection

> client+server keep shared resumption secret (PSK)
> client derives a key from that and can immediately encrypt data
> but: 0-RTT sacrifices certain security properties (we'll get to that)
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|
TLS 1.3
Main changes (from TLS 1.2) UC San Diego

Improve privacy
» TLS < 1.2: complete handshake in the clear (incl. certificates, extensions)

» TLS 1.3: encrypts almost all handshake messages

> derive separate key early to protect handshake messages
> provides security against passive/active attackers (for server/client)

Continuity

> e.g.: remove complex renegotiation, but keep features (key update + client auth)

> interoperability (idea): let ClientHello look like TLS < 1.3
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The TLS 1.3 Handshake

Full (EC)DHE Mode UC San Diego
(simplified)
ClientHello
+ClientKeyShare
ServerHello
+ServerKeyShare

EncryptedExtensions”®
CertificateRequest®
ServerCertificate
ServerCertificateVerify
ServerFinished

ClientCertificate®
ClientCertificateVerify”®
ClientFinished
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The TLS 1.3 Handshake
Full (EC)DHE Mode ucC SanDiego

(simplified)

ClientHello
+ClientKeyShare

handshake traffic key ServerHello
+ServerKeyShare

Khs — > Kps
. *
cryptedExtensions

v/ improve privacy: second part of

\ficateRequest*
handshake encrypted with Kjs Zerteraficae
ServerCertificateVerify

@prove latency: I-RTT for main handshakD

ClientCertifi

application data traffic key

exporter master secret
< —
K;pp <« —

app

EMS - > EMS
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The TLS 1.3 Handshake
PSK / PSK-(EC)DHE Resumption Mode

multi-stage
key exchange

IC San Diego

(simplified)

v/ improve latency: 0-RTT

ClientHello
+ClientKeyShare for repeated connection
KorTT > KorTT
0 ServerHello 0
+ServerKeyShare
Khs L > Kis
EncryptedExtensions®
, ServerFinished
ClientFinished R
Kapp < . > Kapp

EMS - . > EMS
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Multi-Stage Key Exchange

% Fischlin, Giinther. Multi-Stage Key Exchange and [..] QUIC [..]. CCS 2014 UC San Diego
7. DFGS@CCS2015 T DFGS@TRON2016 T FGQ@EuroS&P2017 ~— —

forward secrecy (extending [Bellare-Rogaway’93])
after long-term reveal ~
. =~ N
corruption Cﬁ key K; reveal - ~N
f% '
| T
El

eavesdropping | | active attacks

‘ 0-RTT keys may have
ka | PSK weaker guarantees
%

pks, s

v key (in)dependence
in derivation

varying types
of authentication
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0-RTT and Replays
UC SanDiego

ClientHello
+ClientKeyShare*
+ClientPreSharedKey
KorrT < : > KorTT
KorTT

Duplicate!

v

allows client to send data without waiting for server reply
but without server input, how does server know the request is fresh?

v

v

adversary can ClientHello together with O-RTT data
idea: remember ClientHello identifier and reject duplicates

v
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0-RTT and Replays

Generic Replay Attack on O-RTT ézb}y Daniel Kahn Gillmore) UC SanDiegO

@ 0-RTT KE msg,

o

simpler in real world:
send to two
distributed servers

process request

x accept 0-RTT, KE response

= enforce state loss (e.g,,_reboot)

replay
replay ( rej. after state loss
for security reasons
reject 0-RTT, KE response msg
complete KE
( (resend) request under final key = O process request
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0-RTT and Replays
TLS 1.3's take on replays UC San Diego

TLS does not provide inherent replay protection for O-RTT data.

[Simple duplicates] can be prevented by sharing state to guarantee that
the O-RTT data is accepted at most once.

Servers SHOULD provide that level of replay safety by implementing one
of the methods described in this section |[...] [RFC 8446, Section 8]

» suggested mechanisms
> single-use tickets: allow each RMS to be used only once (simplest)
» ClientHello recording: reject by unique identifier
> freshness checks: reject based on ClientHello time

» “SHOULD" — treat O-RTT keys generally as replayable in MSKE model
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The TLS 1.3 Handshake
draft-14 PSK-(EC)DHE 0-RTT

CH: rc <& {0,115, g%, psk_id

P
. HKDF(PSK, H(CH)) n
< » KorTT
SH: rs & {0,1}%5, g¥, psk_id KorTT =5
DHE « g
HS « HKDF(PSK, DHE) "
~ | HKDF(HS, H(CH||sH)) ‘
< > Khs Khs Exp
{EncryptedExtensions}
{SF}: HMAC(FSs, H(CH||SH|[EE)) "
{CF}: HMAC(FSc, H(CH] . .. |SF)) :
 HKDF(MS, H(CH] .. . ||SF))
< > Kapp
HKDF(MS, H(CH]| . .. ||cF EMS
« | HKDF(MS, HEcH) . [lcF) |

UC SanDiego

(still simplified)

PSK
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The TLS 1.3 Handshake
draft-14 PSK-(EC)DHE 0-RTT UCSan Diego

key schedule: core

accumulates secret inputs
CH: re & {0,1}%6 g%, psk

I HKDF(

(still simplified)

key schedule: leafs
separate keys by context

0 - Ext

A

SH: rs & {0,1}%5, g¥, psk_id
DHE « g¥

1
HS « HKDF(PSK, DHE) " Ba DHE
1

| HKDF(HS, H(CH||sH))

A

Khs

{EncryptedExtensip transcript hash: used for
{SF}: HMAC(FSs, H(CH||S signing, MACing, key derivati
(CF}: HMAC(FSc, H(CH] . .. [SF))
Kapp
j | HKDF(MS, H(CH|| ... |SF))
- a

HKDF(MS, H(CH ||CF
<  HKDF(MS, H(CH .. |))7EMS|EMS
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TLS 1.3 Handshake Security

draft-14 PSK-(EC)DHE 0-RTT as Multi-Stage KE
T Fischlin, Giinther. Replay Attacks on Zero Round-Trip Time [..]. EuroS&P 2017

UC SanDiego

The TLS 1.3 PSK-(EC)DHE 0-RTT
handshake provides

» random-looking secret keys

» forward secrecy
for non—0-RTT keys

» mutual authentication wrt.
» key independence
» replayable 0-RTT keys

assuming . ..

-

(.

N
Theorem 7.4. The TLS 1.3 draft-14 PSK-
(EC)DHE 0-RTT handshake is Multi-Stage-
secure in a key-independent and stage-3-
forward-secret manner with properties (M,
AUTH, USE, REPLAY).
Multi-Stage, D COLL
AdVd.raft—lAl»PSK—(EC)DHE—ORTT,.A < 50, - (AdVH,Bl
PRF- HMAC(0,5)-$
+np - (AdVHKDlS:CExpand,Bz + AdVyyiac, B,
PRF- PRF-:
+ AdVHMASce,CB4 + AdVHKDlsfe.(I:Expand,B5)
PRF- HMAC(0,5)-$
+ ns-np - (AdVHKDIS:e.CExpand,BG + AdVHMAc,57
PRF-sec PRF-sec
+ Advimac, Bg T AdVimac, 5,
PRF-sec EUF-CMA
+ AdVLKDF Expand, By T AdVHMAC,BH)
snPRF-ODH PRF-sec
+ns-np: (AdVHKDF,Extract,G,Blz + Advimiac, 5y,
PRF- PRF-
+ AdVHKDf:CExpand,814+ AdVHKDls::CExpand,Bm
PRF-sec
+ AdVHKDF.Expand,516> .

J
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TLS 1.3 Handshake Security
draft-14 PSK-(EC)DHE 0-RTT as Multi-Stage KE UCSan Diego

T Fischlin, Giinther. Replay Attacks on Zero Round-Trip Time [..]. EuroS&P 2017

- N
Theorem 7.4. The TLS 1.3 draft-14 PSK-
s 256 - - (EC)DHE 0-RTT handshake is Multi-Stage-
CH: re <= {0,1}*° 2* psk_id secure in a key-independent and stage-3-
Py forward-secret manner with properties (M,
P I @KDB(PsK, B(cH) K AUTH, USE, REPLAY).
< > ORTT
SH: re & {01 255, o/ psk_id Multi-Stage, D COLL
= {0.1} E)I—;Ep = AdVd.raft—lZieSK—(EC)DHE—ORTT,.A < 5ns m“%
— g~
“sec HMAC(0,5)-
HS « PSK, DHE) +np - (AdV}F—:EEF,Expand,B}@dVHMAC(.% :
PRF-sec PRF-sec
P L HKDE(HS, H(cH||sH)) K, +@dVHMAC,BD+@dVHKDF.Expand.BQ)
< > s

HMAC(0,$)-$

PRF(g”", X) ~. $, given oracle PRF(-“,")
sF}: (IMAQ(FSs % BFGJ17 @ CRYPTO 2017

{cF}: BMACQYFS¢,[H(cH] .. |[SF))

PRF-sec EUF-CMA
+ AdVHKDF. Expand, 310 )T AdVhmac, B,

+ sy (Aot et o, 510+ (IVRMAC B)
< |[HKD|3(MSJH(CHH~~HSF)): Kapp +6deEE§?%Xpand.Bl}@dvﬁiﬁﬁxpand.BQ
EKDB(Mms, [(cH]]. - [[cE))

PRF-sec
+ QdVikpr. £y -
6 ) pand.zsl;)
< > EMS |
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TLS 1.3 Security Analysis
Many more analyses UC San DiegO

OPTLS [KW15]

(iTLS implementation [BBD+16])  (drafi-05 DH/PSK [DFGS15])

~H.

(Downgrade [BBF+16])

(Downgrade resilience [K16])

| draft-10 DH/PSK [DFGS16] |

(Tamarin, drafi-10 [Cishr]) IR
(Key confirmation [FGSW16])
(Tamarin, draft-2L [CHHIT]) (1, cpiexing [PS18])

Jointly give rise to confidence in the TLS 1.3 design.
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Transport Layer Security (TLS)
So... what about the Record Protocol? UC San Diego

Key Exchange

Secure Channel
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The TLS 1.3 Record Protocol

UC San Diego

payload data ‘ ‘

(stream)

Fragment

Padding (optional) ‘

content type

Pa);l'oad | CType ‘

AEAD-Encrypt

Output

Payload | CType ‘ Padding‘
SgN & IV >/ N
( AEAD
> AD
Y
’ OType || v1.2 || Len | Ciphertext
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TLS 1.3 Record Protocol Security
UCSan Diego

» AEAD-based design looks sound. ..

» but the crypto community hasn't really conclusively ventilated the question:
What is a secure channel protocol?

multiplexing [PS18]
<~

stateful AE [BKNOZ]

multi-key [GM17]
fragmented [BDPS12] bidirectional [MP17]

stream-based [FGMP15]
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Example: Fragmentation

UC San Diego

5.1 Record Layer

The record layer fragments information blocks into [...] records carrying
data in chunks of 2714 bytes or less. [...] Application Data fragments
MAY be split across multiple records or coalesced into a single record.

TLS 1.3 [RFC 8446]

» common crypto notions assume atomic messages / ciphertexts
... but channels are more than just AEAD

» actual guarantees can be confusing

» example: cookie cutter attack [BDF+14] HTTP/1.1 200 OK

Set-Cookie: SID=xyz; secure

@ ( | ... Set-Cookie: SID=xyz { ,M |

Cookie: SID=xyz (in the clear)

&
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Example: Fragmentation
Stream-based Channels Uc SanDiego

Fischlin, Giinther, Marson, Paterson. Data Is a Stream [...]. CRYPTO 2015

(from application) /f\(to application)
v :

data stream,

‘ m ‘mz‘ ms no message boundaries m) ‘ m} ‘
A

la | e

allow buffering (lower-layer TCP-like transmission)

> TLS 1.3-like construction of a streaming channel ...

AEAD < len bits with AD = seqno

> ... achieves security against chosen ciphertext-fragment attacks
(assuming secure AEAD scheme)
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Example: Multi-Key Channels
UC SanDiego

T Giinther, Mazaheri. A Formal Treatment of Multi-key Channels. CRYPTO 2017

> classically: 1 key v/

» TLS 1.3, QUIC, Signal, ...: keys updated during channel operation
msk; — msk, — msks —>—>
| } A

new security model
confirming design similar to TLS 1.3

77777
7000077
W, 722272227277

afe o o

7227272227277
2727227272272

forward security
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UC San Diego

A Summary
» commendable standardization process, design =) reclecase
highly interactive , \

improve analyze

) S

» sound cryptographic design

» improving substantially over prior versions
> yet with possibly “dangerous” 0-RTT mode

» wide-spread deployment after only about 1 year

ceéeo0 Google <

CLOUDFLARE Java
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Conclusions & Where to?

UC SanDiego

» advanced crypto & security modeling contributes to secure standards

> best to integrate formal analysis into the process

» Message Layer Security (MLS) for secure messaging
» Workshop on Secure Messaging @ Eurocrypt 2019

» QUIC: UDP-based secure transport

> QUIPS’20: QUIC Privacy and Security Workshop @ NDSS 2020
Submission deadline: December 13, 2019

WE NEED YOU!

» security standards need you!

Thank Youl

mail@felixguenther.info
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